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• Side-channel analysis and its terminology


• Dictionary: Side-channel to Machine learning


• When can machine learning be helpful?


• New application: semi-supervised learning 
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• Measurement setup

๏ AES 128

๏ attacking SBox 

operation in the first 
round


๏ key enumeration 
feasible 

Side-channel analysis
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• Hamming weight model


• Electromagnetic 
emanation easily 
distinguishable regarding 
HW of intermediate 
operation

Side-channel analysis
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Side-channel attacks
• …are real in practice • Beginning 2016: FBI asks Apple to 

bypass their encryption 

• Handful methods to break into the 
encrypted iPhone 

๏ software bugs 
๏ side-channel attacks 
๏ glitch attack 
๏ invasive attacks

Documents 
released by 
Snowden: NSA is 
studying the use of 
side-channel 
attacks to break 
into iPhones



Side-channel attacks
• …are real in practice


• attacking Philips Hue smart 
lamps


• side-channel attack revealed 
the global AES-CCM key used 
to encrypt and verify firmware 
updates


• insert malicious update: lamps 
infect each other with a worm 
that has the potential to 
control the device

Paper: Eyal Ronen et al, IoT Goes 
Nuclear: Creating a ZigBee Chain 

Reaction 
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Side-channel analysis to 
machine learning

• unprofiled / profiled               unsupervised / supervised


• measurement trace               data


• point in time / point of interest             feature


• intermediate operations / sensitive variable / leakage 
model             label


• distinguisher / attack              classification algorithm


• success rate / guessing entropy          accuracy



Machine learning techniques 
as side-channel attacks 

• Input: data, labels

๏ points of interest from the measurement trace

๏ leakage models (intermediate operations)

• Mainly in supervised scenarios:  
support vector machines, random forest, Naive Bayes, deep learning
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• Input: data, labels

๏ points of interest from the measurement trace

๏ leakage models (intermediate operations)

• Mainly in supervised scenarios:  
support vector machines, random forest, Naive Bayes, deep learning

• Nature of side-channel leakage is still unknown

• Advantages:

๏ suitable in “unperfect scenarios”

๏ more resistant to imprecisions

• Disadvantages:

๏ time / computational complexity (additional tuning)

๏ community is not yet trusting (“only empirical results”)



New perspective
• Traditional profiled scenario: realistic?



New perspective
• Semi-supervised learning: a more realistic assessment
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Semi-supervised learning
• Supervised


• Semi-supervised
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Semi-supervised learning
• Influence of noise: in high noise scenarios this approach may not be 

beneficial, optimal signal-to-noise ratio?


• Number of measurements: in which restricted (practical) scenarios semi-
supervised learning is beneficial?


• Number of classes: what is the amount of classes where label predictions 
can be beneficial?


• Misclassification of labels: how to limit misclassification of labels? which 
algorithms cope best with misclassification?


• Generalisation of models: What are the benefits when considering 
leakage measurements from different devices and therefore with different 
leakage distributions? 



Questions?

annelie.heuser@irisa.fr

mailto:annelie.heuser@irisa.fr
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• Implementation level countermeasures:


๏ masking: adding additional randomness

๏ hiding: adding additional noise, decreasing signal-to-noise ratio

๏ drawbacks: high implementation overhead, depending on 

cryptographic primitive

• Protocol level: Leakage-Resilience

๏ modelling attackers with the capability to monitor side-channel 

information

๏ require a side-channel secure initialization in order to obtain a 

fresh session key for every cryptographic operation

๏ drawback: mostly theoretical, not been tested (thoroughly) in 

practice yet


